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Protecting Digital Research Data
Compliance Process 01.UTS167

Start
Identify

(Research and 
*Non-Research 

Projects)

PI Contact
1.0 – 4.0

To 02.UTS167

Categorize
(PI, Project ID, 

Project description,
investigators)

Effort 
Reports

Validate
(Data inclusion/

exclusion criteria)

Primary Investigator
Research Project ID
Research Project Name
Investigator(s)
Contact Information

Estimate 
type, volume, 
location, etc.
of data storage 

needs and security 
requirements

Describe 
data attribute 
requirements

Preliminary Data 
Designation

Start

Identification of proposed and newly 
funded research throughout the year

PI Contact
1.0 – 4.0

To 02.UTS167

Data Retained
(Records retention 
audit requirements)

Incorporate new projects, 
PI’s and investigators into 

data protection processes

*Funded efforts that require reporting but are considered “Non-research Projects” are 
programs such as residency supplements, endowed chairs, education grant initiatives, etc.

© UTHSC-Houston - Office of the CIO IT Risk Management Compliance



N
o
 o

r 
N

eg
at

iv
e 

re
sp

o
n
se

O
to

 r
eq

u
es

t 
fo

r 
co

m
p
lia

n
ce

O

Protecting Digital Research Data
Compliance Process 02.UTS167
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Investigator 
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(PI JIT materials 
distributed)

Data Inventory
(Data attributes,  
data integrity, 

storage location, 
verification)
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Documentation
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Compliance
Assurance and 

Verification
UTS167 Requirements

To 03.UTS167
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Notification
Institutional Compliance
Internal Audit
Vice President and CIO 
Vice President Research
Office of Sponsored Projects
School, Center, etc. 
Other as appropriate

PI Contact
1.0 – 4.0

From 01.UTS167

PI Orientation
Training

(PI JIT materials 
distributed)

PI Contact
1.0 – 4.0

To 02.UTS167

Data 
Classification

and/or Classification
Verification

(Sensitive or non-sensitive 
digital research data)
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Determination
(Security measures
DO or DO NOT meet 
UTS167 standards)

Verify with
Data Steward /

Custodian
(Location, review 

physical and technical
security measures)

Review Data
Inventory

and Application
(Storage location 

and any third-party 
relationships)

Protecting Digital Research Data
Compliance Process 03.UTS167
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Documentation

Reporting
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