
Document the processes that 
ensure accuracy and 
completeness of data and the 
authenticity of the system’s 
transactions

Document processes to verify 
accuracy and completeness 
of system modifications

Information Resource Owner Management:
Four Steps to Ensure Compliance & Manage Information Resource Risk

Owner: The manager or agent responsible for the function that is supported by the resource or the individual 
upon whom responsibility rests for carrying out the program that uses the resources. The owner is 
responsible for establishing the controls that provide the security. The owner of a collection of information is 
the person responsible for the business results of that system or the business use of the information. 
(UTS165, Texas Administrative Code 202)

Information Resources (IR): any and all computer printouts, online display devices, mass storage media, 
and all computer-related activities involving any device capable of receiving email, browsing Web sites, or 
otherwise capable of receiving, storing, managing, or transmitting data including, but not limited to, 
mainframes, servers, personal computers, notebook computers, hand-held computers, personal digital 
assistant (PDA), pagers, distributed processing systems, network attached and computer controlled medical 
and laboratory equipment (i.e. embedded technology), telecommunication resources, network environments, 
telephones, fax machines, printers and service bureaus. Additionally, it is the procedures, equipment, 
facilities, software, and data that are designed, built, operated, and maintained to create, collect, record, 
process, store, retrieve, display, and transmit information. (UTS165, Texas Administrative Code 202)

STEP 3
Ensure Data Integrity

Document policy and 
procedure for determining, 
managing, reviewing and 
terminating user access

Describe the policy and 
procedure for local and 
remote access

Document user system 
orientation and ongoing 
training program

Assign and document the 
system’s “value”

Describe and document IR 
functionality

Describe and document all 
business related processes 
required to manage the IR

Develop a Disaster Recovery 
Plan with annual review

Develop a Business 
Continuity Plan with annual 
review

Review and revise process 
outputs and repeat steps of 
IR ownership risk 
management and 
compliance as necessary

STEP 2
Manage Users 

STEP 1
Apply Business Processes

STEP 4
Manage Risks
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